HUMBOLDT-UNIVERSITAT ZU BERLIN

OpenVPN under Windows 10 and 11

Stand: b’01. November 2023’

1 Three-step quick guide

e Please download the HU OpenVPN installer and execute it.

e You can ignore warnings that may appear by clicking on More Information, Run
anyway, or Yes.

o After the installation has succeeded you can connect to the VPN.

2 Preamble

e The OpenVPN client software works under Windows 10 and 11 This manual has
been tested with Windows 10 (64 Bit) and Windows 11.

e Your PC requieres an connection to the internet to download the installtion file
and establishment of an OpenVPN tunnel to the HU.

e If you have already installed OpenVPN Connect and want to use the HU con-
figuration in addition to existing configurations, you only need to download the
configuration files hu-berlin.ovpn and hu-berlin Alternative.ovpn. and im-
port these files to your OpenVPN Connect app.

After that, you should be able to use the HU configurations alongside your others.

e The VPN configurations of this client software use split tunneling. If you need ac-
cess to non-HU pages from inside the HU network, please load hu-berlin-full.ovpn.

3 Preparation

3.1 Removing older Open VPN versions

If you have an older version of OpenVPN installed on your computer, you must first
uninstall it.
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o In Windows, under Settings, open the
@ Strssite Apps und Features “Apps and Features” tab.
Quellen fiir das Abrufen von Apps auswahlen
. ’ - From there, select the OpenVPN2.x pro-
e g 5o St s G . .
I it gram and click Uninstall.
B fans s

i

Standard-Apps
Apps und Features
Offline-Karten
= Optionale Features

G Apps fiir Websites Aliase fiir die App-Ausfiihrung

B Viccowicdergabe. Sie konnen nach Loufwerken suchen. sortieren und fitern. Wenn Sie ine
App deinstalieren oder verschieben méichten, wahlen Sie sie aus der
Liste aus.

.
Sortieren nach: Name ~ Filtern nachs Alle Laufwerke
1 App gefunden

Diese App und alle dazugehtrigen Infos
n OpenVPN 249 werden deinstalliert

28 Deinstalieren

Andem Deinstallieren

3.2 Download of installation file

Please download the installation executable by clicking on this link:

OpenVPN-Installer-Windows 10

4 Installation

Open the installation file by double-clicking.

A warning message from Windows may
appear. You can ignore these by first
clicking on More information and...

Der Computer wurde durch Windows
geschutzt

er Start einer unbekannten App
App stellt u. U. ein Risiko fir den PC da
Weitere Informationen

2/8

Benutzerberatung
Telefon: 2093 70000 letzte Aktualisierung: b’01. November 2023’
eMail: cms-benutzerberatung@hu-berlin.de Revision: b’265e7fa’


https://pages.cms.hu-berlin.de/noc/openvpn3_installer/OpenVPN-Installer-HUB.exe

OpenVPN under Windows 10 and 11

...and then by clicking Run anyway.
Der Computer wurde durch Windows

geschutzt
Von Microsoft S reen wurde der Start einer unbekannten App
verhindert. Die Au g r App stellt u. U. ein Risiko fir den PC dar.

App: OpenVPN-Ir UB.exe
Herausgeber: Unbekannter H ber

T

Please confirm the execution by clicking
on Yes.

Benutzerkontensteuerung

Méochten Sie zulassen, dass durch diese App
von einem unbekannten Herausgeber
Anderungen an Ihrem Gerét vorgenommen
werden?

OpenVPN-Installer-HUB.exe

Herausgeber: Unbekannt
Dateiursprung: Festplatte auf diesem Computer

Installer Language % Select the language for the installation
program.

5 ¥ Please select a language.

English Y

0K | | Cancel
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% OpenVPN Windows-Installer Setup

Installer for OpenVPN under windows.
by Computer- und Medienservice (CMS)

Do you want to run the OpenVFPN installer from the HU Berlin?

Cancel

Install

The installation will now be performed.
short time, you can ignore this.

% OpenVPN Windows-Installer Setup

Installation Complete

Setup was completed successfully. A
Completed
|

Show details

Py Conc
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Click on Install.

Please be patient. A window may open for a

4/8

After the installation is complete, you
can click Close.
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5 Establishing an OpenVPN connection

Double-click the “OpenVPN Connect” icon on the desktop.

OpenVPN Connect Click on the (here: red marked) slider.

= Profiles

DISCONNECTED

@ open.vpn.hu-berlin.de [hu-

berlin]

open.vpn.hu-berlin.de [hu-
berlin_alternative]
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e A window with a login prompt now
opens.

e Login with your HU-Account and
password.

Hint: Depending on which department you have
your account at, you will need to attach an exten-
sion to your username. The extension can be found
in the following table. If you don‘t know at which
department you have your account, it‘s probably at

Enter credentials the CMS (central HU account).
Profile: open.vpn.hu-berlin.de [hu-berlin] Department | Extension
Physik @physik.hu-
Username berlin.de
Mathematik @mathematik.hu-
berlin.de
Informatik @informatik.hu-
berlin.de
HU-Account no extension
Password
Benutzerberatung
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OpenVPN Connect If the connection could be established
— . : successfully, the app shows the status
= profiles “CONNECTED”.

CONNECTED

open.vpn.hu-berlin.de [hu-
berlin]

DISCONNECTED v

CONNECTION STATS

5.5KB/s

0B/fs

OKB/S * 167 B/S
00:00:08 4 sec ago

Please disconnect the VPN connection if you no longer need it.

OpenVPN Connect To disconnect, click the slider again.
= Profiles
CONNECTED
|® open.vpn.hu-berlin.de [hu-
berlin]

6 Test OpenVPN Connection

Go to the page https://meineip.hu-berlin.de. The IP address which the OpenVPN
Connect app reports when connected should be displayed (in the app scroll down to
“YOUR PRIVATE IP”). It should also show “Sie befinden sich im HU-Netz!”. (“You
are conntected to the HU network!”)
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7 Troubleshooting
7.1 VPN

If you have problems establishing the VPN connection, try the alternative configuration
hu-berlin__ alternative in the OpenVPN Connect app.

7.2 Installation

If the installation aborts after selecting the language or if you receive an error message,
please download the installer for OpenVPN Connect directly from the manufacturer
and execute this.

Then please follow this manual from the beginning. The necessary configuration files
are linked in the preface on the first page. Step 3 (Preparation) and 4 (Installation) are
to be skipped and you proceed with step 5 (Establishing an OpenVPN connection).
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